Steps to create an ID.me account:

1. Onthe My HealtheVet home page, select Sign in.

Register

2. Onthe sign in page, select Sign in with ID.me.

Signin

Use a secure VA Partner

Department

rans Affairs

Choose a secure VA Partner:
Register for a Sign-In Partner or Learn More

@ Sign in with
DS Logon

Sign in with
IDme ID.me
o~ sign in with
i healthevet My HealtheVet

3. Select Accept.

SignIn

Use a secure VA Partner

Secure Login Redirect
You are being sent to a secure webpage on the |D.me website to register or log in to
your account. After you log in, you will be sent to My HealtheVet (MHV).

By continuing you agree to the terms of VA System use.



4. Select Create an ID.me Account.

If you are not already on the sign in page, visit ID.me and select My Account in the top right
corner.

Signin to ID.me

New to ID.me?
Create an ID.me account

Email

5. Enter an email address you can access and choose a strong password, then select Sign in to
ID.me.

If you have previously created an ID.me account with a different email address, do not
create a new one. Please sign into your existing account and update your email address.

Create an ID.me account

Already have an ID.me account?

Sign in to your account

Email

Enter your email

Password

Enter your password

Confirm Password

Confirm your password

6. Check the box to accept the terms of use and privacy policy, then select Create account.

| accept the IDme Terms of Service and Privacy Policy;

Create an ID.me account



https://www.id.me/
https://help.id.me/hc/en-us/articles/360011500573-How-do-I-change-the-primary-email-address-in-my-ID-me-account-

7. If prompted, confirm your email address and/or set up multi-factor authentication.

a. Onyour chosen email address, you will receive an email for confirmation. Select
Confirm your email. You will receive a 6-digit code.
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Welcome!

Thanks for creating an 1D.me account!
|ID.me simplifies how you verify and share your
identity online, while helping keep your information
safe.

You can confirm your email address by clicking the
link balow.

Confirm your email

b. Onyour browser, enter the 6 digit code. Select Continue.
Your email is now confirmed.

CONFIRM YOUR EMAIL ADDRESS

™~

We sent an email to minniel520@gmail.com.

If you cannot find the email, please check your ID
spam folder. It can take up to 10 minutes to

receive the email.

Done & api.id.me AA G

- . £ v
After your email is confirmed, return to this page
to continue.

Didn't receive the email? Send it again

Your email has been confirmed!

Can't click on the button in your email? Thank you for confirming your email
o ) Please return to the other window or tab to continue
Enter the 6-digit code from the email below.
with VA.gov.

______ You may now close this browser window or tab.

Whatis ID.me? | Terms of Service | Privacy Policy



https://help.id.me/hc/en-us/articles/360017839614
https://help.id.me/hc/en-us/articles/360018113053

8. Multi-factor Authentification

a. Choose a multi-factor authentication (MFA). Text Message or Phone Call is
recommended.

SECURE YOUR ACCOUNT

o :
With multi-factor authentication (MFA), even if
someone guesses your password, they won't be
able to sign in as you.

Choose an MFA option

Text Message or Phone Call
Get a 6-digit code by text message or phone

call.

i

Push Notification
Approve sign-ins via push notifications sent

to the ID.me Authenticator mobile app.

i

(%) CodeGenerator Application

Generate verification codes via code
generator apps like ID.me Authenticator.

i

N FIDOSecurity Key

Use a physical security key (insert or tap)
with your device (supported browsers only).

i

[ NFC-Enabled Mobile Security Key
Tap a Yubikey™ security key to your phone
using the ID.me Authenticator mobile app.

i

b. Enter a phone number that you will be using to receive text or phone call. Select the
option that you would prefer to receive the security code. Select Continue.

SECURE YOUR ACCOUNT
1 (2 ] 3
Receive a code by phone

Please use a phone number you can access
whenever you plan to sign in.
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Textme Callme

THE NUMBER PROVIDED WILL ONLY BE USED FOR ACCOUNT
SECURITY. MESSAGE AND DATA RATES MAY APPLY.



c. Enter the 6-digit code you received on your mobile phone. Select Continue.

SAVE A BACKUP CODE
I -

Confirm your phone number

( Please pick up the phone and follow the
instructions to receive your é-digit code.

Enter the 6-digit code *

Didn't receive the code? Call me again

Your |D.me verification code is -
Go back Continue

223344. Don't share it. Anyone
asking for it is stealing your identity.

WhatisID.me? | Terms of Service | Privacy Policy

9. Print, write down or download a copy of your back up code. This is in case you change
phones or lose access to your MFA device. Do not share it. Select Continue.

SAVE A BACKUP CODE

-

You can use your backup code to log in in case you
change phones or lose access to your MFA device.

Please print, write down or download a
copy of this code. Do not share it.

ABCD - EFGH - 1JKL-MmNoP D0



10. Choose a verification method.

VERIFY YOUR IDENTITY

We'll need permission to use details from your
credit profile and other public sources to verify
your identity. This will not affect your credit score.

Choose a verification method

- Upload photos of your license or state ID
Upload photos of your driver’s license or
state ID, and enter your Social Security
number.

Upload a photo of your passport
Upload a photo of your passport and enter
=

your Social Security number.

Upload photos of your passport card

Upload photos of your passport card and
enter your Social Security number.

@ Answer questions about your credit
(‘_/ history
Tell us your name, addrass, phene number,
birth date, and Social Security number so
we can confirm your identity.

I don't live in the United States

11. Check the box to acknowledge the terms of the ID.me Biometric Information Privacy Policy,
then select Continue.

12. Take Photos
a. Select how to submit photos. Take photo will be used for this example.

Select Take Photo. Confirm mobile phone number and select Continue.

IDme +

Choose how to submit photos

License Change

Take photo
E@ Receive a link on 2 smartphone to take a

photo

Select

OR

@ Choose Image
Upload an image from your current device

Select




b. Click on the message from ID.me on your mobile phone. Select the hyperlink
provided to upload a picture.

776836

This message is from |D.me. Your
identity is being used to log in to
Department of Veterans Affairs to
apply for government benefits or
healthcare services. Please click
this link to upload a picture or to
report unauthorized use of your
identity: https://verify.id. me/en/
phone_verifications/

4 149c¢f f
6dda/authorize

c. Do you control this email address? Select Yes.

ID.me

Your identity is being used to access
Department of Veterans Affairs

The email address used for this ID.me account is
minniel520@gmail.com

Do you control this email address?

Yes

What is IDime? | Terms of Service | Privacy Policy

d. Select I’'m ready to take a photo.

@ ID.me is verifying your identity for
access to Department of Veterans
Affairs.

DO NOT PROCEED IF:

® You did not login or create an
account with IDme

* Someone is messaging you to
follow these steps

* You are receiving help you didn't
ask for

If you suspect fraud, please contact
fraud@id.me.

Quick Tip
Place document on a flat, uncluttered surface, use

landscape orientation and ensure your document
photo is clear and readable.

I'm ready to take a photo




f. Select Take photo of your driver’s license or state ID (FRONT).

TAKE PHOTOS WITH YOUR PHONE

27

Take photo of your driver's license or

5

(FRONT)

____________________

Take photo of your driver's license or
state ID

(Back)

& verify.id.me

g. Select Take Photo. You can select retake or use photo. Select Continue.

TAKE PHOTOS WITH YOUR PHONE

o 2 3 4 5

Take photo of your driver's license
or state ID

Take a photo of the front side of your document. Then
click "Continue” to proceed

Please check the following to make sure
your document can be processed:

* The image is clear and not blurry (including
your phota and/or barcode)

* Allinformation is visible (e g., expiration
date)

* The document is not captured at an angle

h. Turn your driver’s license over. Select Take photo of your driver’s license or state ID
(BACK), then Repeat step g.



13. You will receive confirmation on your mobile phone that your images have been submitted.

ID.me

TAKE PHOTOS WITH YOUR PHONE

Images submitted

Return to the other open
browser tab to continue

NOTE: This should be the tab on the device
where you started

What is IDme? | Terms of Service | Privacy Policy

14. Enter your Social Security number. Select Continue.
T A4

VERIFY YOUR IDENTITY

1 2 3 0 5
Enter your Social Security number
Social Security Number*

HE#BHRBRE

The Social Security number is used as a unique
identifier to confirm identity. This will not affect
your credit score,

WhatisID.me? | Terms of Service | Privacy Policy



15. Verify your identity by confirming your information provided.

e Ifits correct, Check the box to confirm that the information is correct. Select Yes.

VERIFY YOUR IDENTITY

1 2 3 4 o

Is your information displayed
correctly?

We will securely use the following information 1o
verify your identity against trusted sources.

What does this mean? -

Personal information

First Name MINNIE
Middle Name
Last Name LAl

Date of Birth 05/20/1380

Street 3257 78th 5t
City Elmhurst
State NY

Zip Code 11373

Mobile Phone 917-254-3242

The information ['ve provided is correct. and | occopt
the use of Fair Credit Reporting Act data to verify my
identity.

What is The Federal Fair Credit Reporting Act? -~

-

You are now registered for ID.me.

e [fitsincorrect, select No. You will have to verify your identity on a video call to
complete your registration process.

WE NEED MORE INFORMATION

Start the process to join a video call
We weren't able to verify the information provided.
but we're here to help.

We need you to upload a few more documents
pefore connecting you with a trained and certified

D.me Trusted Referee on a secure, two-way video

call.

Verify identity on a video call

or retry the previous steps



